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|denprotect for Windows
O Secure Passwordless Access

Idenprotect for Windows provides a true Windows Hello
alternative, delivering secure, phishing-resistant, and

vf'\ passwordless access to Windows devices.

'\%D For organisations struggling with Windows Hello
complexity or seeking to avoid costly authenticator

upgrades, ldenprotect for Windows offers a streamlined,

secure solution.
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Secure offline access

Passwordless Windows login

Provides a secure out-of-band offline access mechanism that
cannot be easily bypassed.

Enables users to log in to Windows in a phishing-resistant and
passwordless way
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Log on as support

Virtual Desktop Infrastructure (VDI)/
Remote Desktop Protocol (RDP) support

Enables authorised personnel to log on to Windows with

Supports passwordless access in virtual desktop environments elevated privileges using Idenprotect.

How It Works

Idenprotect for Windows provides phishing-resistant and passwordless access to Windows,
offering a true Windows Hello alternative. When a user attempts to log in, Idenprotect for Windows
verifies their identity using the biometric authenticator on their mobile phone.

This out-of-band authentication enhances security by ensuring that even if the Windows
machine is compromised, the authentication remains secure.



Use Cases

Idenprotect for Windows provides phishing-resistant and passwordless access to Windows,
offering a true Windows Hello alternative. When a user attempts to log in, Idenprotect for Windows
verifies their identity using the biometric authenticator on their mobile phone.
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Enhanced Security for Simplified Access for
Windows Devices VDI/RDP Environments

Replaces vulnerable passwords with phishing- Streamlines virtual desktop and remote server

resistant, passwordless authentication, reducing access, improving user experience and productivity
breach risk and securing Windows access. with secure, simplified logins.
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Enhanced Security for Windows Devices

Secures and simplifies granting elevated privileges for administrative tasks, providing a secure and
auditable access method.

Technical Specifications

Supported Operating Systems:
All supported Windows deployments, desktop and server.

Authentication Method:
Biometric authentication via Idenprotect Passport.

Offline Access:
Secure out-of-band offline access mechanism (OTP).

Integration:
|denprotect's own credential provider




Security and Compliance
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Phishing-Resistant and Out-of-Band Authentication

Passwordless Authentication
Authenticates users via a separate device, securing logins

Eliminates passwords, the primary target for phishing, even if the Windows device is compromised.
reducing credential theft and account takeover.
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Public Key Infrastructure (PKI) Biometric Security

Security via ldenprotect Passport

Encrypts auther)ticatio.n (;rederjtials and dgta usjng Leverages Idenprotect Passport for strong, user-friendly
proven PKI, ensuring login integrity and confidentiality. biometric authentication (fingerprint/facial recognition)

Ready to enhance your organisation's security with
|denprotect for Windows?

Contact us to learn more about Idenprotect for Windows and how it can secure your
Windows environment.

A forward-thinking enterprise prioritised both user experience and security
by implementing Idenprotect for Windows

Recognising the threat of spear-phishing and the widespread use of compromised passwords, they sought a
solution that would eliminate passwords without adding complexity for their users.

Idenprotect for Windows provided a seamless, secure login experience, enhancing security and improving
productivity across the organisation.

Idenprotect is a leading cybersecurity company specialising in phishing-resistant, passwordless authentication and secure browsing solutions.
We empower organisations of all sizes to eliminate password risks, streamline operations, and foster a productive, secure digital environment.
Our mission is to set the standard for exceptional user experience by connecting people to data seamlessly and securely.

We are committed to innovation, excellence, and a customer-centric approach.

www.idenprotect.com @ info@idenprotect.com @ 020 3900 2704 m @ldenprotect



